Editor's Note

-J

Managing
Documents by
Content Type

Strategies
for Securing
SharePoint
in Windows

Four Big
SharePoint

Governance
Mistakes

»EDITOR'S NOTE

Easy Fixes for SharePoint Woes

BY CHRISTINE CASATELLI

IF YOU HAVEN'T figured it out yet, SharePoint isn't perfect—especially when it
comes to classification. Even though SharePoint was created as a content man-
agement platform, it lacks an easy way to categorize documents.

Not to worry. Microsoft MVP Brien M. Posey has devised some alternate
approaches to get the job done. In “Managing Documents by Content Type,”
Posey walks you through the process of defining new content types so that you
can archive or delete project-related documents, for example, in no time.

When it comes to SharePoint security, planning is key. It's best to focus on
access control, application security and content security. Read “Strategies for
Securing SharePoint in Windows" by SharePoint MVP Stephen Cummins for
some tips on how to keep your installation safe. Cummins says not to retrofit
security onto a SharePoint site. Creating clear policies at the start will ensure
that SharePoint remains as secure as possible.

Governance got you down? Are you paying too much attention to deleting
files that don't belong on the portal and not enough to fixing the processes that
allowed them to be there? SharePoint guru Paul West can help you navigate the
minefield in “Four Big SharePoint Governance Mistakes.” West describes the
most common SharePoint gaffes when it comes to site governance and how to
avoid them. Don't say we didn't warn you.

What was your biggest SharePoint mistake? How did you fix it? | want to hear
all about it. Send me an email at ccasatelli@techtarget.com. m
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Managing Documents

By Content Type

SharePoint falls short when it comes to classifying documents.
Learn some useful approaches that can help accomplish the task.

BY BRIEN M. POSEY

ALTHOUGH MICROSOFT OFFICE Share-
Point Server 2007 is designed to be
a content management product, it is
lacking in some areas. But there are
ways SharePoint administrators can
work around the deficiencies.

One area where SharePoint falls
short is classification. Microsoft
doesn't really offer a good way to
categorize documents in SharePoint.
To understand why this is important,
imagine that you have a collection of
documents that are all related to a
specific project. It would be really
nice to be able to classify those docu-
ments as being connected with the
project. That way when the project is
completed, all of the documents that
are related to the project could be
archived or deleted.

Another benefit to being able to
classify documents in this way is that
if someone new joins the team who is
responsible for the project, it would
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be easy to assign that person rights to
all of the documents that are related
to the project.

Although SharePoint does not allow
SharePoint administrators to classify
documents in this way at the schema
level, there are a few different
approaches that will do the job. Prob-
ably the easiest option would be to
create a dedicated document library
specifically for the project. This isn't
always practical, though, because
corporate policies or regulatory
issues may prevent it.

A brief explanation: Although there
aren't any regulatory issues that
specifically prevent you from creating
a document library, there are plenty
of regulations that dictate how the
data must be managed. It's important
to keep in mind that creating a proj-
ect-oriented document library may
lead to regulatory violations because
of lack of planning and oversight.
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Strategies for Securing
SharePoint in Windows

Plan for security at the start of your SharePoint deployment
to control access, applications and content. BY STEPHEN CUMMINS

WHEN IT COMES to securing SharePoint
Server, decisions are best made dur-
ing the planning stages of SharePoint
deployment because it's difficult to
retroactively apply security policies.
When formulating security strategies,
focus on three key areas: access con-
trol, application security and content
security.

PRACTICAL COMPROMISE
THROUGH ACCESS CONTROL
The main way to secure SharePoint
is through access control. SharePoint
allows users to create and manage
their own groups, but there are ways
to control them. The IT department
can create Active Directory roles
within SharePoint groups so only
those authorized to use AD manage-
ment tools can grant and change
access permissions.

Centralized access management
leads to greater control and more effi-
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ciency, but it also slows down users
when they are creating their own
structures and granting access to
them. A practical compromise is to
control access to top-level depart-
ment sites and enterprise-wide sites

The IT department can
create Active Directory
roles within SharePoint
groups so only those
authorized to use AD
management tools

can grant and change
access permissions.

from Active Directory and IT but to
have areas in SharePoint where users
can create ad hoc sites and grant
access to them themselves.

These areas would then be man-
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Four Big SharePoint
Governance Mistakes

Steer clear of problems by taking some simple steps
in your governance process. BY PAUL WEST

THE MICROSOFT SHAREPOINT platform
makes it easy for organizations large
and small to develop shared portals,
allowing for greater collaboration and
improved workflow management for
teams working across the building or
across the country.

Unfortunately, “easy to develop”
doesn’t mean that they're easy to
maintain. Even the most well meaning
administrators can get into trouble
when trying to maintain governance
over a SharePoint site.

Here are two of the biggest Share-
Point governance mistakes along with
the steps you should take to avoid
trouble:

= Taking on too much at the begin-
ning. When new SharePoint adminis-
trators begin governance duties on a
shared portal, they see all of the won-
derful functionality the platform
offers, including advanced workflows
and business intelligence. They want
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to turn on all the bells and whistles.
This makes the learning curve very
steep for users and administrators

alike.

End users may have more difficulty
adapting to the new collaborative way
of working. They may shun the portal
if they find it too confusing and if they
are presented with too many options
at once.

Administrators can find that they
have trouble problem-solving—
specifically, not being able to track
a problem to its source. If there are
too many possibilities, then it's hard
to pinpoint which bell or whistle is
causing the issue.

Rolling out SharePoint functionality
in stages is a much better way to
begin a portal. Start with the basic
out-of-the-box collaboration and then
move on to more features such as
custom lists and workflows once
users and administrators have gotten
used to the system.
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® Duplicating too much informa-
tion. Every department or team wants
its own information in its own folders.
But much of the shared work on the
SharePoint portal is there because it
belongs to the organization as a
whole. Duplicating files and docu-
ments can quickly defeat the purpose
of a shared portal.

To avoid duplication, take inventory
of the information that will be stored
on the portal and conduct regular
updates of that information. Keep
track of the key information for each
department as well as the informa-
tion that is needed by everyone to
ensure that all users get what they
need from the system. Honing in on
which content types are relevant for
which user groups will help this
process.

Once administrators realize there
is trouble with their collaborative por-
tal, more often than not, they make
things worse by trying to fix the situa-
tion. Here are two big blunders that
administrators make while trying to
clean up and some tips for avoiding
them:

= Examining data and ignoring pro-
cesses. Too many administrators look
for trouble with the data on the portal
without examining the processes that
lead to the data being there. A good
administrator establishes processes
to keep the “junk” out.
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If the administrator discovers that
the team is always storing personal
files on the portal, then he or she
needs to step in with clearly defined
parameters about what belongs and
what doesn’t. Depending on company
policy, setting your portal to block
files such as MP3s can also keep the
wrong content out.

Storing old data can lead to trouble
as well. Sites become overcrowded
and much less useful if they aren't
constantly being trimmed. Adminis-
trators can set up regular archiving
for items older than a set amount of
time. To prevent a lot of headaches,
create site and document-archiving
strategies and processes for items
that have lost their relevance or are
no longer active.

® Looking at the site through tired
eyes. When trying to fix a portal that
has grown out of control, it can be
easy to forget what the original intent
was. When trying to fix what went
wrong, it is best to step away from
the situation, perhaps over a week-
end, and come back to the situation
with fresh eyes.

It's also a good idea to bring in
someone who isn't as close to the
project as the administrator is to offer
perspective. This could be one of the
users in the organization, someone
from the governance committee who
is not involved with the portal on a

(Continued on page 16)



Editor's Note

-

Managing
Documents by
Content Type

Strategies

for Securing
SharePoint
in Windows

-

Four Big
SharePoint

Governance
Mistakes

»

Using SharePoint Usage Reports

DATA FOR THE reports generated by Microsoft Office SharePoint Designer 2007
is saved on the server on which the site is hosted. Server administrators can
grant or deny access to these reports. To run usage reports, you must have
the View Usage Data permission, and the server administrator must turn on
usage data collection on the server. By default, usage data collection on the
server is turned off. A Site Summary report provides a high-level overview of
your site, as well as links to more detailed reports listed below:

J;m web Site
Sike Summary =
Marme _ount Size | Description
% Lsage daka B0 22202KB  Hits and download bytes F
Al Files 111 731EB Al files in khe current We
Pictures 15 234KB  Picture files in the current
E}, Unlinked Files 645 22168KE  Files in the current YWeb si
% Linked files 10 SE70KE  Files in the current Web si
E—j Slow pages 20 6570KE  Pages in the current \Web
% Clder Files 160 §202KE  Files in the current Web si
% Eecently added Files 10 4570KE  Files in the current Web si
_hecked out files 4235 ZKB  Files in Web site thak are
% Hyvpetlinks 161 all hyperlinks in the curre
? Unverified hypetlinks 20 Hypetlinks pointing to unc
&2 Broken hvperlinks 1161 Hypetlinks pointing to una
@ External hvperlinks 3074 Hypetlink= pointing ko files
% Inkternal hvperlinks 1] Hypertlinks pointing to okh
{E' i_omponent errors 1] Files in the current YWeb si
% Style Sheet Links 20 All Stvle Sheet Links in the
_1_*| Crvnamic Web Templates 3 All files that are associate
_j Master Pages 647 All files that are associate
ﬂ i_skomized pages A3 16150KB  Files from the SharePaink

SOURCE: MICROSOFT
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(Continued from page 14)

day-to-day basis or even an outside
consultant. Whether the perspective
comes from elsewhere in the organi-
zation or from outside, be sure to treat
“the fix" like a new implementation.

Use the opportunity to reexamine
what the original driver behind imple-
mentation was and what steps might
be taken to get back on track. Make
the most out of the second chance.

Rather than just cleaning up mess-
es, take the time to reorganize the
whole system. Some good questions
to ask are: What are teams finding
useful? Is the navigation clear enough
for new users?

SharePoint’s built-in usage reports
(See page 13) can help administrators
see what users are gravitating toward
and what areas they're ignoring. Try
using Site Use Confirmation and
Deletion to stay current on Site Col-
lections that have been orphaned.

ABOUT THE AUTHOR

in 2001.
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As with many helpful technology
tools, SharePoint portals are only as
functional as their users and adminis-
trators make them. It's easy to let
small governance mistakes turn into

SharePoint’s built-in
usage reports can help
administrators see what
users are gravitating
toward and what areas
they're ignoring.

major headaches. Don't let the fixes
turn them into even bigger problems.
With careful thought, planning and
maintenance, a collaborative portal
can help teams across an organiza-
tional structure work together more
closely and productively. m

Paul West is a co-owner and co-founder of SharePoint360 LLC, a SharePoint consulting and
hosting provider. West has extensive experience with SharePoint architecture and implementa-
tions. He has been working with SharePoint technologies since the Microsoft SharePoint release
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G epok

Epok Edition for Microsoft SharePoint

SharePoint Extranet Solutions and Case Studies

Free SharePoint Extranet Webinars

About Epok: Epok provides products and services to build SharePoint solutions that
meet rigorous security, scalability and extensibility requirements. Our flagship prod-
uct, the Epok Edition for Microsoft SharePoint, extends SharePoint to the extranet by
simplifying external user administration, improving security and boosting information
compliance. Epok’s experience, gained as pioneers of SharePoint extranets, gives us a
unique ability to build secure SharePoint solutions that meet our client's current and
future enterprise needs. Epok is a Certified Microsoft Partner with customers in a
wide range of markets including healthcare, legal services, financial services, manu-
facturing, energy, consulting, non-profits and government agencies.
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www.epok.net
http://www.epok.net/webinar_list.html
http://epok.net/solutions.html
http://epok.net/products.html

»FROM OUR SPONSOR

A AvePoint

Introducing FREE Item-Level Restores from SQL Server backups.
Download Now!

SharePoint Backup, Administration, Compliance, Reporting, and Migration

Have Website, Will Travel: Move your HTTP Web Content to SharePoint
with Ease!

About AvePoint: AvePoint is proud to be a U.S. based technology company and soft-
ware innovator. Since 2001, AvePoint has been a global leader in enterprise-strength
infrastructure management solutions for all Microsoft SharePoint Products and Tech-
nologies. Propelled by one of the world's largest SharePoint-exclusive development
teams outside of Microsoft, AvePoint’s award-winning DocAve Software Platform
delivers comprehensive and flexible infrastructure support for backup and recovery,
replication, migration, administration, archiving, deployment management, and
compliance.
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www.avepoint.com
http://www.avepoint.com/sharepoint-website-migrator/
http://www.avepoint.com/sharepoint-website-migrator/
www.avepoint.com
http://www.avepoint.com/sharepoint-restore-from-sql/
http://www.avepoint.com/sharepoint-restore-from-sql/

